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· Specify how items are securely transported to 
the facility
· Identify who has authorization to use secured 
items
· Indicate how inventory systems are updated 
during secured item use (e.g., ongoing 
laboratory work)
· Describe how secured items are returned to 
storage, transferred or disposed of after use 
and how inventory systems are updated

· Indicate how items are transported to 
the storage area
· Specify how all storage areas are 
adequately secured (e.g., locked 
cabinets, lock ed rooms, fenced areas)
· Identify who has access to secured 
item storage areas
· Identify who has authorization to enter 
and remove secured items from storage
· Indicate how the inventory system is 
updated

· Indicate what materials should be considered for material control and accountability 
based on their  sensit ive or valuable nature (e.g., equipment crit ical to the safety, security 
or continuity of your facility’s operation; irreplaceable items; dual-use equipment, 
technologies or procedures; sensitive information storage devices; collections and 
ref erence strains; potentially pandemic pathogens; rare organisms; genetically 
engineered organisms; proprietary organisms)
· Describe any regulatory requirements or guidelines to be met
· Refer to Biorisk Management (BRM) Manual: Chapter V, Biorisk Assessment; Chapter VI, 
Emergency and Incident Planning, Chapter VII, Personnel Management; Chapter IX, 
Facility Access Determination; Chapter X, Entry and Exit Procedures; Chapter XI, Facility 
and Infrastructure; Chapter XII, Equipment; Chapter XV, Material Control and 
Accountability; Chapter XVI, Physical Security Systems; Chapter XVII, Information Control; 
Chapter XIX, Waste Handling and Disposal; Chapter XX, Transportation and Shipping; 
Chapter XXI, Emergency and Incident  Response, Reporting and Invest igation; Chapter 
XXII, Biorisk Management System Assessment and Improvement (4-00-001) and the 
Biosecurity Program Plan (6-01-001)

∙ Describe which type of material control and accountability system(s) will meet the needs 
for material control and accountability (e.g., notebooks, spreadsheets, database, barcoding, 
label production)

∙ Indicate what pieces of information are required for each type of material (e.g., long-term 
storage versus daily/working-stock materials/supplies, dates, unique identifying numbers, 
volumes)

∙ Indicate what resources need to be in place to implement the preferred system(s)

∙ Describe precautions required to ensure accuracy and authenticity of each system (e.g., 
notebook accountability program, user privileges (view vs edit) for electronic systems, audit 
trail capability)

∙ Describe the information security and physical security measures required for each system

∙ Describe how access and user permissions are determined for each system

∙ Indicate what training must be developed and provided

· Describe how valuable and sensitive items are received. By whom? Is there a centralized 
receiving department?
· Specify how the recipient is notified
· Indicate how item identity, unit , and quantity is confirmed
· Specify how the inventory system is updated. By whom?
· Indicate how unexpected items are handled
· Identify how items are to be labeled

· Identify who authorizes secured item 
transfers
· Specify how the inventory system is 
updated
· Describe any differences between 
internal (intra-entity) vs external 
transfers
· Refer to the Transport and Shipping 
Security SOP for proper packaging, 
transport and shipment procedures

· Identify who authorizes secured item destruction and disposal
· Describe the factors warranting material disposal (e.g., 
expired, beyond legally required hold times, no longer utilized)
· Specify how the inventory system is updated
· Refer to the Waste Handling and Disposal SOP for proper 
waste handling and disposal procedures

· Describe how the system is validated (e.g., frequency of auditing and 
inventory reconciliation)
· Identify who is notified of discrepancies
· Indicate how discrepancies are resolved
· Describe the process for investigating/evaluating lessons learned/ 
implementing corrective act ions. Track status in Incident Response Form 
and Log
· Refer to BRM Manual: Chapter XXI, Emergency and Incident Response, 
Reporting and Investigation; Chapter XXII, Biorisk Management System 
Assessment and Improvement
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